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Introduction¢ Web attacks and data breaches

'‘Collection #1' reveals 773 million email addresses,
passwords in one of largest data breaches ever

You can check to see ifyour username and password have been leaked.
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By Mark Hachman
Seniar Editor, PCWerld

January 10, 2019

Credential stuffing attack prompts Reddit to
force password reset

Bradley Barth

DailyMotion discloses credential stuffing
attack

DailyMotion falls to credential stuffing attack two weeks after Reddit had the same fate.

ﬁ By Catalin Cimpanu for Zero Day | January 27, 2019 -- 12:02 GMT (12:02 GMT) | Topic: Security

A Attacks on the web happen more and more frequently and are getting bigger.
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A Attacks on the web happen more and more frequently and are getting bigger.

'Collection #1' reveals 773 million email addresses, Jamuary 10,2019

passwords in one of Iargest data breaches ever Credential stuffing attack prompts Reddit to

ou can check to see ifyour usemame and password have been leaked. force password reset
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ﬂ v 7 Managing Editer Share this article num
DailyMotion discloses credential stuffing Attackers breached Docker
attack | Hub, grabbed keys and
DailyMotion falls to credential stuffing attack two weeks after Reddit had the same fate.
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Introductionc Web attacks and data breaches

A Attacks on the web happen more and more frequently and are getting bigger.

Protecting an account

with just a password Is
not enough.
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A Low adoption of multfactor authentication

A A 2017 survey from Duo Security indicated that more than half of Americans never heard
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A Atalk in January 2018 revealed that less than 10% of Gmail users have 2FA enabled.

A Problems: education gap towards the benefits of 2FA/MFA, usability issues that
come with having it activated.

A There is a need for a technical solution that bridges the gap between the
iInsufficiency of passwords and the low onboarding of 2FA.

Can browser fingerprinting be a
viable alternative?
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Introduction- Internet in 2019

A bigger and richer web
CSS

? 'T‘bv ':ﬂfff'
; )
0 ‘ I
<7
__

i
U=

A Audio

A Video

A 3D rendering

A Realtime communications
A Web payments

A Virtual reality
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What happens when we start collecting all the
Information available in a web browser?



Introduction- Definitionof browser fingerprinting

Definitions

AAbrowser fingerprinh & F &S0 2F AYF2N¥YIF GA 2
from the hardwarego the operating system to the browser and its
configuration.

ABrowserfingerprintingrefers tothe procesf collecting information
through a web browser to build a fingerprint of a device.



Introduction- Example of a browser fingerprint

Value

Attribute

User agent Mozilla/5.0 (X11; Fedora; Linux x86_64; rv:66.0) Gecko/20100101
Firefox/66.0

HTTP headers text/html, applicationkhtml+xm| applicationkml;g=0.9,*/*;q=0.89zip
deflate,br en-US,en;g0.5

Plugins Plugin 0: QuickTime Phig 7.6.6; libtotemnarrowspaceplugin.so; Plugin
1: Shockwave Flash; Shockwave Flash 26.0 r0; libflashplayer.so.

Fonts Century Schoolbook, Source Sans Pro LizgjgVuSans MonoBitstream
Vera Serif, URW PalladioBitstreamVera Sans MonditstreamVera Sans,

Platform Linux x86_64
Screen resolution 1920x1080x24
Timezone -480 (UTC+8)
OS Linux 3.14.200.fc20.x86 3dit
WebGL vendor NVIDIA Corporation
WebGL renderer GeForce GTX 690 PCI¢SSE2

Canvas Cwm fjo-lyphs vext quiz,

NVIDIA




Usingfingerprinting forauthentication

User
authenticated

Login/Password Browser fingerprint



Usingfingerprinting forauthentication

— User >
=== authenticated n

Login/Password Browser fingerprint



Using fingerprinting faruthentication- Avoiding pitfalls

hyS YI22NJ LINPOofSYY 6KIFIG AF GKS dza S
U Fingerprints can be manipulated in JavaScript. An attacker can send any information
to the authentication server.
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Using fingerprinting faruthentication- Avoiding pitfalls

hyS YI22NJ LINPOofSYY 6KIFIG AF GKS dza S
U Fingerprints can be manipulated in JavaScript. An attacker can send any information
to the authentication server.
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U An attacker can also try to reconstruct the environment of his victim to bypass
verification.




Using fingerprinting faruthentication- Avoiding pitfalls @
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hyS YFE22NJ LINPOof SYY 6KFEG AT O0KS dz
U Traditional fingerprinting scripts always collect the same attributes.
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user agent? language? browser?

What is the list  What is the list What is the

of plugins? of fonts? screen
resolution?
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A look into the past

Giovanni Morelli (1814891)

AStudied medicine and taugh
anatomy

Aldentified thecharacteristic
"hands" of painters through
scrutiny ofminor detailsin
paintings

8. Illustrations from The Berlin Gallery and The Borghese Gallery,
by Giovanni Morelli



Using canvas fingerprintihgy authentication

User
authenticated

Login/Password Canvas fingerprint



Focus on canvas fingerprinting

Example from the AmlUnique.org website

canvas = document.createElement("canvas");

canvas.height = 60;

canvas.width = 400;

canvasContext = canvas.getContext("2d");

canvas.style.display = "inline";

canvasContext.textBaseline = "alphabetic";

canvasContext.fillStyle = "#f60";

canvasContext.fillRect(125, 1, 62, 20);

canvasContext.fillStyle = "#069";

canvasContext.font = "1llpt no-real-font-123";

canvasContext.fillText("Cwm fjordbank glyphs vext quiz, \ud83d\ude@3", 2, 15);
canvasContext.fillsStyle = "rgba(l02, 204, 0, 0.7)";

canvasContext.font = "18pt Arial”;

canvasContext.fillText("Cwm fjordbank glyphs vext quiz, \ud83d\ude@3", 4, 45);
canvasData = canvas.toDataURL();
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Focus on canvas fingerprinting

Example from the AmIUnique.org website -

canvas = document.createElement("canvas");
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Example from the AmlUnique.org website

Cwm fjo-lyphs vext quiz,



Using canvalingerprinting formauthentication

Use the Canvas API as a drawing board fooeelliananalysis.
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Use the Canvas API as a drawing board fooeelliananalysis.
A Dynamic

Cwm fjo_;lyphs vext quiz,

Draw an Render the string Draw a green
orange ostnalpehtretlavné circle with a
rectangle of with a size 30pt at circumference

size 63x45 at  position (1337,42) 04 pixels at
position (7,89) with the font Arial position (4,8)
in purple ’






